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4. The NIST charts and tables cover topics such as security controls (800-53), information systems vulnerabilities and
mission risk, a security certification and accreditation processes for a large and complex system (800-37), integrating risk
management into the SDLC, risk assessment methodology, human threats (source, motivation, and actions), vulnerability
threat pairs, risk level and scale and necessary actions, risk mitigation action points, risk mitigation and methodology flow
chart, technical security controls, implemented controls and residual risk, sample safeguard implementation plan summary
(800-30).
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Publications relevant to technology risk management.

The following standards documents and government publications are directly relevant to technology risk
management. A number of the five stages described in the RMF can be enhanced with various parts of
the processes described in these documents. Of particular relevance are the charts and tables defined by
NIST4.

• IEC 61508; Parts 3, 6 and 7; Version 4.0 (1997) Functional Safety and IEC 61508 — A Basic Guide
can be found at http://www.iee.org/oncomms/pn/functionalsafety/HLD.pdf.

• NIST Special Publication 800-53, Recommended Security Controls for Federal Information Systems.
The NIST publications can be found at http://csrc.nist.gov/publications/nistpubs/.

• NIST Special Publication 800-37, Guide for the Security Certification and Accreditation of Federal
Information Systems, Section 2.4, Categories of Information Systems. The NIST publications can be
found at http://csrc.nist.gov/publications/nistpubs/.

• NIST Special Publication 800-30, Risk Management Guide for Information Technology Systems. The
NIST publications can be found at http://csrc.nist.gov/publications/nistpubs/.

In addition to these standards, a number of other references are useful.
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